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Introduction 
Challenge

Despite its well-earned reputation as a powerful IaC tool, Terraform is not without 
limitations. Script sprawl is a persistent challenge for Terraform users, making it difficult 
to manage, reuse, and share environments. Meanwhile, its decentralized nature makes 
it difficult to efficiently push updates to all the Terraform scripts in a timely and efficient 
way. Finally, security, cost controls, and other governance policies are hard to implement 
and enforce, which can easily lead to configuration drift, and/or invisible configurations 
recognized solely by their designers. 

Even when users overcome these obstacles, success remains dependent on those with 
high-level coding skills and an intimate working knowledge of the entire infrastructure 
stack. While Terraform automates infrastructure efficiently, testing and building 
applications remain arduous, manual tasks.

Torque speeds up time to market

This guide shows how to automate the management of Terraform scripts and other 
environment components, including: 

• Discovery & configuration

• Orchestration & management

• Deployment & shutdown

• Governance & policy management

• Change detection & change management

• Cost management & reporting

While Terraform automates 
infrastructure efficiently, 
testing and building 
applications remain arduous, 
manual tasks. Torque speeds 
up time to market.
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Challenge

The infrastructure needed to support software at different 
stages in the pipeline and across different pipelines varies, 
resulting in the need to create and manage a diverse range of 
configurations. Even within a specific asset repository, it can be 
cumbersome to navigate through it because there are too many 
scripts and files to manage. Users must then manually search for 
their Terraform files, as well as manually use, manage, modify, or 
share them.

Discover your Terraform files in seconds

Torque can connect to a Git repository and generate a search 
and discovery of your scripts and assets in those repos in just 
seconds. Once you select the discover button, Torque lists all the 
scripts and assets, categorizing them by asset type, which you 
can easily filter for using your Terraform scripts. This provides 
users with a single view of the necessary files, in preparation for 
the next stage.

Chapter 1: Discovery & Configuration
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Challenge

The infrastructure needed to support software at different 
stages in the pipeline and across different pipelines varies, 
resulting in the need to create and manage a diverse range of 
configurations. Even within a specific asset repository, it can be 
cumbersome to navigate through it because there are too many 
scripts and files to manage. Users must then manually search for 
their Terraform files, as well as manually use, manage, modify, or 
share them.

Multi-technology platforms in a single view

Once you’ve imported your Terraform scripts, you can connect 
an execution host such as a Kubernetes cluster or public cloud 
account to run commands against those scripts. Torque will 
automatically generate a ready-to-run environment, which you 
can use as a repeatable blueprint to deploy as needed. Torque 
allows you to combine various components from different 
locations over multiple technology platforms, into a single 
environment with a single view of its components. This central 
view provides users with visibility into the configuration scripts, 
making it easier to centrally maintain them.

These can be structured and built into a template, or blueprint, for developers to easily use, reuse, 
share, or modify. Admins can grant developers the ability to access and deploy these components 
via a secured, self-service web console.

Chapter 2: Orchestration & Management

Self-Managed Kubernetes

AWS

Microsoft Azure

Google Cloud Platform

Oracle Cloud

VMware vCenter
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Challenge

Without blueprints, DevOps admins and developers must 
create environments manually, which requires expertise 
working with multiple technologies and platforms. The 
infrastructure admins may be well versed in servers, 
storage, networking, and operating systems but may lack 
the requisite knowledge for using Kubernetes or Helm 
charts. When you factor in CI/CD pipeline options, you 
realize building an environment is particularly complex. 
It then becomes a challenge to deploy all the necessary 
environment components and their connections 
to various platforms. Also, once an environment is 
configured and deployed, users are responsible for 
shutting down their cloud host connection. If they forget, 
the team will incur unnecessary cost overages.

Extending your expertise with Torque

As Torque blueprints are pre-built with all the necessary components, connections, and 
management services, even those with limited infrastructure expertise can deploy entire 
environments. Users can set usage limits by programming Torque to automatically shut down at 
a pre-determined time. Admins can add another policy layer to ensure the environment gets shut 
down after a maximum duration (detailed in the following section).

Chapter 3: Deployment & Shutdown

http://quali.com


Quali | 6P2022_52 ©Qualisystems Ltd 2022

Challenge

Admins need to implement controls and policies to track processes, access, and utilization. 
Accurate, real-time cost tracking relies on consistent tagging for the infrastructure your 
teams consume. However, tagging often lacks consistency because teams pursue unique 
purposes and apply distinct tagging methods. Any variations in tags, including typos or 
inconsistent formatting, adds churn to the process. 

Self-service access to cloud infrastructure lowers the friction to app development and 
increases development productivity. Left unchecked, however, users may inadvertently 
leave open access to resources, which bad actors can then exploit. Lack of expertise 
can lead to mismanaged or underutilized resources, underscoring the importance of 
implementing controls and governance into the development process.

Tagging your way to cost savings

Torque offers three tag types, which can be applied to your cloud infrastructure 
deployments using the admin console:

• Out of the box tags are automatically applied when environments are deployed.  
 These tags can be associated with the sandbox, blueprint, and space names.

• Environment and space admins can create custom tags, assigning values and 
 designations to them, such as dev, demo, test, prototype, etc.

• An admin can define tags customized to the needs and policies of their respective  
 organization. Torque lets you add value to a tag at the entire account, space, blueprint, or  
 sandbox level. As a result, any space created with an admin-assigned customized tag will  
 have a default tag assigned to it.

Chapter 4: Governance & Policy Management
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Policy-driven secured access
Torque implements role-based access control (RBAC) 
as a security layer to ensure only authorized users have 
the appropriate privileges to access blueprints and 
environments. Admins can use Torque to implement 
a standard set of policies that restrict certain access to 
resources, such as deploying a public S3 bucket and 
providing guidance for where infrastructure can be 
deployed. 

Admins can choose to apply these policies to their 
entire Torque account or to specific Spaces within the 
account, flexibility that allows them to restrict activities 
for certain projects or teams. It also allows them to set 
policies for infrastructure utilization, such as restricting 
the size of VMs or server hardware sizes, along with 
other cloud assets.
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Challenge

Drift occurs when the configuration of a live operating 
environment changes and the change is not reflected in 
the configuration used to create the environment. Drift is a 
mismatch between what is defined in your IaC configuration 
and what is running in the real world. For example, when 
a manual change is made to a cloud resource or a security 
patch is applied after deployment, it creates a mismatch. If left 
unaddressed, a mismatch can create risks that escalate into 
major problems. 

Torque detects changes for an immediate fix

Drift detection in Torque is tightly aligned with the auto 
discovery of infrastructure assets, which allows users to detect 
drift changes at an OS, application, or infrastructure level. This 
provides seamless transparency into the change. With Torque, users can spot changes to the 
environment and automate implementing changes once an environment has been launched. 
These changes can be deployed in real time to create a more flexible and dynamic environment 
provisioning platform.

Chapter 5: Change Detection and Change Management
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Challenge

Having visibility into cloud and IaC resource utilization can help 
you understand which infrastructure is being used and how 
much. However, with most solutions, it is difficult to forecast 
future usage and budget accordingly. As public cloud providers 
bill for cloud services retroactively, they don’t allocate those costs 
back to individual users, projects, or teams. This makes it difficult 
to parse through data, track down and remediate cost anomalies 
proactively, and calculate ROI based on the cost of developing 
the application.

Resource visibility optimizes cost

Torque includes a cost dashboard that provides a comprehensive 
view of actionable insights on cloud resource consumption, 
utilization, and environment deployments. It can track and 
collect associated cost data via ID tags assigned to every resource, 
such as environments, blueprints, or other assets.

Admins can set up targets to collect cost information for every execution host from Azure, AWS, and 
Kubernetes via AKS or EKS, respectively. These can be broken down by months, hours, blueprints, 
environment, and execution host, granular details that give admins the visibility to notice trends and 
anomalies.

Chapter 6: Cost Management and Reporting
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With Torque, you can  
automate infrastructure and 
build applications quickly  
and consistently, a smart 
approach to helping your 
company achieve its digital 
transformation goals.

Conclusion 
With its control plane capability to auto discover and identify infrastructure assets, 
Torque offers a powerful tool for users who seek to leverage the robust functionality 
of Terraform while addressing the challenges commensurate with an increasingly 
complex infrastructure. With Torque, you can automate infrastructure and build 
applications quickly and consistently, a smart approach to helping your company 
achieve its digital transformation goals.

For DevOps teams that need to automate  
the discovery and delivery of Terraform  
environments, get immediate access  
to Torque Enterprise for 30-days at  
https://portal.qtorque.io/sign_up
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